WELCOME:

e THE SECRETARY OF
ENERGY’S SECURITY
INITIATIVES.

- MAY 2004




ENHANCEMENT OF DOE PROTECTIVE
FORCES:

T e Consider specialized

L security force for “high
priority” facilities.

e Consider Federalization
of protective force.

e Improve standards and
training.




CONSOLIDATE NUCLEAR MATERIALS:

e TA 18 — Los Alamos.

e Sandia Pulse Reactor.

e Lawrence Livermore.

~ WOUNITED Wi STARNY ...



EXPAND PERFORMANCE TESTING OF
DOE INFORMATION SYSTEMS:

e Unannounced scanning.

e Strengthen internal
security systems.




KEY-LESS SECURITY ENVIRONMENT:

e Biometric Technology
Solutions.

e Five Year Target.




DISK-FREE COMPUTER ENVIRONMENT:

e Diskless
workstations for

Classified
Computers.

e Five Year Target.




REVISE AND REVIEW THREAT
ASSESSMENTS:

e Regular review of
Standards and
Procedures.




CHANGE MANAGEMENT CULTURE:

- Accept, analyze,
and respond to
criticism from inside
and outside DOE.




POST 9/11/01 INITIATIVES:

e Enhanced physical
security.

e Greater dependence
on technology.

e Better planning.




MOST IMPORTANT POST 9/11/01 SECURITY
ENHANCEMENT:

e COMMUNICATION.



CURRENT SECURITY THREAT
ENVIRONMENT:

HEOMELAND SECURITY Q d
ACY] SO RY 57 STE M ® AI deda.

e Conventional methods
vs WMD.

e Recruitment efforts.

e Domestic Surveillance.




POTENTIAL TARGETS (?):
]
: e Olympics — Athens,
Greece.

e RNC — New York.

e DNC — Boston.

e November Presidential
Elections.



BE PREPARED:

e Liaison with FBI and
other Law Enforcement
Agencies.

e Occupant Emergency
Plans:

-Evacuation
-Shelter in place
-Exercises / Drills




BE PREPARED (CONT.):
.

e Coop/Cog Plans.

. PBe ed e Employee Notification /
re ar Communications Systems:
| -PA
| Sfﬂ}‘ nbrmed -E-Mail
-Pop-Ups

-Emergency Phone
Systems



QUESTIONS: 7?77?77
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